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MD IFTIUR HOSSEN RIYAD
Cyber Security Engineering Undergraduate | Founder & CEO, MyGenie
+880 178 198 1789 | mdiftiurhossenriyad@gmail.com | Gazipur, Dhaka, Bangladesh
github.com/iftiurhossenriyad | TryHackMe | Hack The Box

PROFESSIONAL SUMMARY
Cyber Security Engineering undergraduate at the University of Frontier Technology, Bangladesh (UFTB), and founder of MyGenie, a
Bangla-first AI assistant for small businesses. Hands-on experience building intrusion detection systems, threat-detection platforms,
RAG-based AI assistants and GRC audit toolkits in C++, Java and Python, backed by offensive and defensive tooling (Nmap, Lynis, Nikto,
tcpdump, Wireshark, Kali Linux) and DSA-driven development. Team leader on national competition and fellowship projects; also an
active author and Bengali poet. Seeking cybersecurity internships, security research and software development opportunities.

EDUCATION
University of Frontier Technology, Bangladesh (UFTB)
B.Sc. in Cyber Security Engineering — Level 2, Term 1 | Student ID: 2404011 | Expected graduation: June 2029
Higher Secondary Certificate (HSC) — Mymensingh Board, GPA 4.58/5.00
Secondary School Certificate (SSC) — Mymensingh Board, GPA 5.00/5.00

TECHNICAL SKILLS
Programming: C, C++, Java, Python, PHP, JavaScript
Web & App Engineering: HTML5, CSS3, Bootstrap, PHP, MySQL, XAMPP, FastAPI, REST APIs
Security Tools: Nmap, Lynis, Nikto, tcpdump, Wireshark, Kali Linux
AI & Systems: RAG, Chroma Vector DB, scikit-learn (Isolation Forest), multi-agent orchestration
Security Concepts: GRC, IDS, RBAC & workspace isolation, cryptography, log analysis, malware analysis, audit logging, Zero Trust
Frameworks: ISO 27001, NIST SP 800-53, Bangladesh PDPA 2026
Core CS: Data Structures & Algorithms, OOP

STARTUP & LEADERSHIP

MyGenie — Bangla-first AI Assistant for Personal & Business Use
Founder & CEO / Product & Security Lead | Co-founders: Md Eyasin (CTO), Md Zahed Hossen (COO)
• Bilingual AI assistant with workspace isolation, grounded business knowledge, multi-channel messaging (WhatsApp, Messenger, Email)

and human staff handoff
• Own product vision, security architecture, RBAC, workspace isolation, prompt grounding and MVP deployment

Team Leader / Coordinator — Team Prohori, Team Nojorghor, Team Suraksha (national research and competition proposals)
Peer Mentor — Supporting junior UFTB students in cyber security fundamentals, Linux, C++ OOP and DSA

FEATURED PROJECTS

NOJORGHOR — Threat Detection & Response Platform
Team Leader & Backend/Detection Lead | Working prototype | Ziaur Rahman Foundation Science Fair 2026
• Endpoint monitoring platform for schools, small businesses and labs: rule-based detection plus scikit-learn Isolation Forest anomaly

modeling
• Automated plain-language Bengali alert explanations and guarded blocking mechanisms

IR Prohori — Security-First AI Assistant for Digital Safety
Team Coordinator, AI & Product Lead (Team Prohori) | Working prototype | DKC Fellowship 2026 submission
• RAG-based bilingual assistant grounded in verified cyber laws, safety guides and helpline directories, giving Bangladeshi youth private

Bengali guidance on cyberbullying and online harassment

ThreatGuard — Intrusion Detection & Authentication System
Team: Momtasin Tamanna (2404012) | Tech: C++, Cryptography, OOP
• Lightweight IDS with a secure authentication module built on C++ OOP principles
• Abstract submitted to ICCDRM 2026, University of Dhaka (under peer review) | GitHub

SecureAudit GRC Toolkit for Kali Linux
Course: SEC 115 | Team: Atiqur Rahman (2404029), Md. Eyasin (2404032) | Tech: Java, SQLite
• Integrates Nmap, Lynis, Nikto and tcpdump with SQLite logging; dynamic risk matrix (likelihood vs. impact) with ISO 27001 / NIST SP

800-53 checks
• HTML dashboard export for audit reporting | GitHub

CampusNet — Secure Inter-University Academic & Collaboration Network
Project Lead / Security Engineer | Prototype stage
• Identity verification workflows, privacy matrices, project team matching, CTF/hackathon hub and encrypted file sharing

SURAKSHA — Smart Emergency Alert & Rescue Coordination Platform
Founder & Product/Deployment Lead | Prototype stage (pre-seed proposal)
• One-tap SOS, missing-person lifecycle management, location tracking, operator triage dashboard and tamper-evident audit logging

https://github.com/iftiurhossenriyad
https://tryhackme.com/p/mdiftiurhossenriyad
https://profile.hackthebox.com/profile/019f80ab-844a-7102-8df5-1b20f6f5dc45
https://github.com/iftiurhossenriyad/ThreatGuard-Intrusion-Detection-System
https://github.com/iftiurhossenriyad/SecureAudRT
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APON — Multi-Service Trusted Digital Ecosystem
Project Lead & Architect | Prototype stage
• Commerce, services, education, community and agriculture modules under one verified digital identity with a multi-agent AI

orchestration layer

Buy & Sell Platform — E-commerce DSA Application
Team: Milton Roy (2404001) | Tech: C++ OOP, File I/O
• Console e-commerce system with Admin/User portals, custom search (Linear/Binary), sorting (Quick, Bubble, Selection, Insertion) and a

Recycle Bin | GitHub

EduQuiz — E-Learning & Quiz Platform (In Progress)
Course: PROG 212 | Team: Md. Eyasin (2404032) | Tech: PHP, MySQL, Bootstrap, Java/Kotlin
• Web and Android platform for quiz creation, automated scoring and progress tracking | GitHub

COMPETITIONS & FELLOWSHIPS
• DKC Digital Respect & Cohesion Fellowship 2026 (UNDP & SURGE Bangladesh) — Team Coordinator, Team Prohori (IR Prohori)
• Ziaur Rahman Foundation Science Fair 2026 (“In Search of Future Scientists”) — Team Leader, NOJORGHOR
• University competitions — C++ DSA coding showcases, security audit hackathons, software engineering exhibitions

CERTIFICATIONS & PROFESSIONAL DEVELOPMENT
• AV/EDR Evasion Practical Techniques — Red Team Leaders, Aug 9, 2026

https://courses.redteamleaders.com/completion/e9da2843526e87ab

• Offensive Agent AI Course — Red Team Leaders, Aug 9, 2026
https://courses.redteamleaders.com/completion/c579ca5f7792ac43

• Introduction to Bug Bounty — Red Team Leaders, Aug 12, 2026
https://courses.redteamleaders.com/completion/c2bc61353a3369d4

• Foundations of Log Analysis for Cyber Defense — Red Team Leaders, Aug 13, 2026
https://courses.redteamleaders.com/completion/4d408535454ca821

• Malware Analysis Introduction v1 — Red Team Leaders, Aug 13, 2026
https://courses.redteamleaders.com/completion/27092dfb268dea0b

• Introduction to Offensive Security with AI — Red Team Leaders, Aug 17, 2026
https://courses.redteamleaders.com/completion/3c7ddf7870fc85aa

• AI 100: Fundamentals — TCM Security, Aug 7, 2026 | Certificate ID: cert_112jcpvd
https://tcm-security-academy.teachable.com/courses/enrolled/2847663

• Programming 100: Fundamentals — TCM Security, Aug 6, 2026 | Certificate ID: cert_4m81tsh0
https://tcm-security-academy.teachable.com/courses/2635065/certificate

• Linux 100: Fundamentals — TCM Security, Jan 15, 2026 | Certificate ID: cert_szxpf4m9
https://tcm-security-academy.teachable.com/courses/2631779/certificate

• C Programming Fundamentals — 10 Minute School, Feb 18, 2026
https://10minuteschool.com/certificate/69958df0cc57d

LANGUAGES & INTERESTS
Languages: Bengali (Native), English (Working Proficiency)
Interests: Bengali poetry writing, travel writing & narrative, independent history research (Indian Subcontinent)
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